
[image: image1.png]GROOUIJP




AlarmNet-I Services – Dealing With The Challenges of Internet and Intranet Communications (January 2002)

Overview

This white paper provides a basic background of the newest member of AlarmNet services, AlarmNet-I.  For readers already familiar with AlarmNet, this document is a solid reference point in understanding the newer Internet based services of AlarmNet-I.  For those not yet familiar with AlarmNet, a complete explanation is available in Appendix-A.

ADEMCO’s Approach For IP Communications

Internet Communications

Data Security

ADEMCO realized during its development process that data security and authentication should be requirements of any Internet based service that would send alarm information over the Internet or through intranets.  Therefore ADEMCO raised the bar and put special emphasis on making these objectives a key part of the AlarmNet-I service.

There are a variety of ways to go about securing data over the Internet.  Today, the most advanced and common industry method deployed is SSL.  This is the technology used to secure financial transactions over the Internet.  It uses both a scheme for encryption as well as authentication.  Let’s define these two terms because they will become important, as we compare them to the advanced techniques offered by the AlarmNet-I service.

Encryption – A technology that allows data to be altered in a way that both the sender and receiver can understand it, but if captured during transmission would not be meaningful to the intruder.

Authentication – A process whereby the sending or receiving party can test and confirm that the other person is who they claim to be.  

It is through a combination of both encryption and authentication that a robust and secure system is achieved.  As we mentioned earlier, SSL uses both encryption and authentication.  The weak aspect of the SSL implementation is in the fact that the authentication is one-way.  Let’s give an example of what one-way authentication means so it is clear.

If you were to purchase something on-line over the Internet and were attached to a business web site that is said to be “secure”  (typically using SSL) what this means is that the company you are on-line with is indeed who they claim to be.  It assures you that no other intruder is posing as the company you are about to buy something from.  This is clearly a desirable feature since nobody wants to send credit card information over the Internet to a potentially fraudulent site posing as a reputable business.

The weakness of this approach for sending an alarm signal over the Internet is that there is no authentication the other way.  Going back to our example above, the user who is buying something over the Internet is confident that he or she is buying it from the company they claim to be.  However, the company has no assurances as to the viability that the customer is who he or she claims to be.  For a transaction of this type over the Internet, knowing this may not be significant, but for delivery of alarm information it is important that the central station is who they claim to be and that the protected premise is indeed who they say they are.  Neither can afford to be substituted!  This “two-way” authentication is one of the enhanced security features provided by the ADEMCO AlarmNet-I Internet communications service.  It assures that both the protected premise and the central station are who they say they are.

Encryption

Encryption of data can be accomplished in many different ways.  Approaches differ and there is no one right way to encrypt data.  What is important in selecting a scheme for encryption is:

· That it assume an attacker has access to the algorithm that encrypts the data

· It can withstand attacks by fast and powerful computers

· That it be publicly available and scrutinized by professionals as being secure

ADEMCO has chosen to build its encryption solution on a publicly available scheme called “Blowfish”.  This powerful scheme was designed by cryptologist Bruce Schneier to be fast, compact and simple while providing the benefits of a very robust variable length key.  This algorithm uses a basic key that can be as large as 448 bits and variable in length.  By having both variability and a relatively large length (448 bits is relatively large compared to other algorithms) means that even computers will find it nearly impossible to decrypt any data through continuous and repetitive attacks.

ADEMCO built on top of this basic key architecture with additional data.  The total key length used is 1,024 bits long.  This results in additional orders of magnitude in protection against unscrupulous attacks on deciphering alarm signals transmitted using this scheme. 

Algorithm Flexibility

It must be stated that all of the AlarmNet-I communication modules are capable of being changed since they have flash memory.  This flexibility has been incorporated so that as encryption technology evolves ADEMCO can move toward newer and more advanced schemes.  These changes will have no impact on the security equipment or central station operations.  This capability assures you that the highest levels of data encryption and authentication can be used without the need for equipment or operational changes at the central station.

Key Management

Now that you have a basic idea of encryption and authentication we must introduce the concept of the “key” that we mentioned earlier.  A key is nothing more than a secret block of data that is needed to understand how the received data was encoded or decrypted.  Sometimes different keys are used to encrypt than to decrypt but it is important to note that solid encryption solutions involve the storage and management of  one or more of these “keys”.  Each side of the communication scheme (protected premise and central station) need to know which keys to use or else communications cannot take place. 

The ADEMCO AlarmNet-I service removes the burden of this key management from large private businesses or security installation companies.  All Internet communication devices that ADEMCO provides under the AlarmNet-I umbrella have secure keys imbedded within them and the AlarmNet-I software in Syosset maintains all key data. 

What this means is that all of the administrative burden of setting up initial secure communications from a protected premise to a central station have been lifted from the installing dealer or central station.  

Firewalls and Their Challenges

Another concern when dealing with the Internet is the increasing number of corporate (and residential) firewalls.  A firewall is designed to protect the user from attack over the Internet as it provides anonymity to others on the Internet.  This is highly desirable, particularly when the user is connected to the Internet through an always-on connection (ADSL, satellite or cable modem).  The presence of a firewall does however pose real problems for installers trying to quickly and easily install an alarm device that needs to communicate over the Internet.

Today it takes people knowledgeable of networks and firewalls to install communication devices properly.  Realizing that traditional alarm installation companies often do not have this expertise in-house, a key objective of an ADEMCO Internet communication device must be the easy set-up and installation, even behind firewalls and accomplishing the installation with existing security dealer technicians.

With AlarmNet-I, the installation has been simplified.  The installer need only know how to physically connect a common Cat-5 wire between our communication equipment and the LAN hub or Router that provides a path to the Internet.  The communications equipment is smart and will find its way to the AlarmNet-I service.  This basic capability cannot be overemphasized.  Without this capability, significant technical knowledge and understanding is needed to attempt to properly setup and maintain an Internet connection behind firewalls.

Intranet Communications

Let’s focus on applications involving alarm signal transmission over a private LAN or WAN.  Many large private networks exist where the security director wishes to receive alarm signals inside the network.  Applications include banks and larger retail chains where significant networks are already in place and are being used for multiple purposes.  These alarm signals can either be in addition to or in place of Central Station services.  In either case, alarms arrive at a destination within the private LAN or WAN.

The Intranet Problem

Any network system can be viewed from a data-security standpoint by analyzing the potential points of attack available in the system.  Although many people believe that the Internet is harder to protect against outside attacks, in reality a LAN or WAN based system is likely to be more vulnerable to attack.

In a typical LAN environment within a company, there are many computers that are directly connected to it.  It is also common that most corporate data is sent over that network without concern that it be encrypted.  Most data produced by general applications running on a corporate LAN do not get protected to this extent.

Data attacks at any one of the direct or dial-in LAN ports can quite easily be accomplished by technical people with an idea toward listening to alarm signals or commands and later using this information to compromise the security system.

A design goal when ADEMCO developed its LAN based alarm reporting solutions, was to provide as much data security as possible without forcing any changes to data security practices or policies at the protected premise business locations.

ADEMCO Communications Solutions

Internet (AlarmNet-I, 7845I, 7810I)

As stated earlier, a robust security solution to provide alarm reporting over the Internet requires high levels of data security (encryption and two-way authentication) as well as the ability to be easily installed by typical installing companies in the security industry.

Introducing AlarmNet-I

The newest member of the AlarmNet services is what ADEMCO calls, AlarmNet-I.  This logical extension to the AlarmNet network allows a simple and logical approach to providing a powerful, secure and flexible solution for Internet and intranet alarm reporting.

At the heart of the service are the following basic capabilities:

· A high level of encryption

· Two-way authentication

· Quick installation even behind firewalls

To take advantage of the newer network capabilities, ADEMCO provides a smart communications solution that gets installed at the protected premise.  The module converts alarm signals to the required format and sends them securely over existing LAN wiring and then through the Internet to a central station.  At each end of the link (protected premise and central station) a module is installed that can facilitate these secure communication sessions.

The required ADEMCO modules are as follows:

	Protected Premise
	Central Station

	7845I Internet Communicator or

Symphony display
	7810I Central Station Internet Receiver 


7845I – Internet Transmitter Module

This module is a simple-to-install secure Internet Communicator.  It is a stand-alone module enclosed in an attractive plastic case.  LED status is visible from the outside so communications with the network can easily be checked. 

Installation-Protected Premise

The 7845 wires like other ADEMCO Long Range Radio products.  There is a 4-wire connection to the ADEMCO console bus and a separate connection for an RJ45X plug typically used for connecting to Ethernet LANS.  The LAN or Router has an always-on connection to the Internet.

Once powered and connected, the 7845I automatically seeks the ADEMCO AlarmNet servers in a private, automated and secure connection.  Once established, both sides (ADEMCO server and the 7845I) are authenticated and any of the newest code required for the 7845I is automatically downloaded to it.  No installation knowledge about keys, the protocol, the firewall or other computer networking knowledge is required.

What is important to note is that the connection is totally secure.  Our design objectives of insisting on data security and ease of installation is what allows security professionals to install the 7845I with existing installers and do so with confidence. 

7810I – Internet Central Station Receiver Module

At the central station is a rack-mounted receiver product called, 7810I.  This product establishes the same level of secure connection, as does the 7845I.  It does this between the ADEMCO Syosset server and the receiving central station.  It is the responsibility of the server software to provide the alarm information to one or more 7810I units.  Once a 7810I is installed at a central station, it will handle all incoming Internet based messages from the entire population of 7845I transmission units.

Installation-Central Station

Installing the 7810I is straightforward.  It mounts inside a traditional NEMA 19” rack and comes complete with its own power supply, receiver electronics and integrated touch screen display.  The display allows the central station to easily both view and set any of the communications options of the 7810I.  The device gets connected to an always-on Ethernet connection that is connected to the Internet.  On the other side of the 7810I is the serial connection for either a central station receiver (ADEMCO 685) or the output may optionally be configured to send data directly into a central station automation software package through its RS232 port.

See Figures 1-4A – 1.4C for details.

Figure 1-4A AlarmNet-I Diagram

Establishing a Link With Syosset













Description of Figure 1-4A

At the protected premise a 7845I is installed and on alarm it sends a message through the Internet (One) and contacts Syosset in a secure manner.  Syosset then challenges the 7845I to make sure the unit is properly authenticated (Two) and then the alarm message is sent and accepted in Syosset.  At this time, there is a secure message sitting in Syosset waiting to be routed to an appropriate central station.

This approach assures the highest level of security as only the server has knowledge about the population of 7845I units and the 7845I units are in control of the communication session.  Outside attacks from the Internet are virtually impossible since 7845I units only know how to communicate with the server software.

Figure 1-4B AlarmNet-I Diagram

Establishing a Link With The Central Station









Description of Figure 1-4B

The second half of an alarm transmission involves creating an identically secure connection between the server in Syosset and the AlarmNet-I central station receiver.  Once the 7810I has communicated with the Central Station, its connection is held open so that immediate transmission of incoming alarms can occur.  Typical response time end to end is under 6 seconds. 

The server in Syosset maintains the secure connections to both the central station as well as the protected premise and only communicates in a totally authenticated and secure manner.  No attacks can occur to the central station over the Internet on the 7810I nor can outsiders see or understand the transmitted data sent through the Internet.

Figure 1-4C Putting It All Together With AlarmNet-I










Description of Figure 1-4C

This is a simplified summary diagram showing the two connections that are made in order to deliver an alarm message from the protected premise, through the server in Syosset and out to an AlarmNet-I equipped central station.  First, the blue lines show that a session is initiated by the protected premise (7845I) and then after proper exchanges, an alarm message arrives in Syosset.  The second session shown by the red arrows is then initiated whereby Syosset starts to talk to the appropriate central station (7810I) where the alarm message is delivered. 

The important roles that the server plays in this communication are that of authentication of both the protected premise as well as the central station and allowing encrypted messages to be sent over the public Internet with full confidence that they are not being interpreted by others and that they indeed have arrived where they are supposed to.

Appendix – A

Introduction To AlarmNet Services 

POTS-The Industry Backbone of Communications

Despite the number of new technologies available to deliver alarm messages, the common vehicle for the vast majority of alarm transport remains with POTS (Plain Old Telephone Service).  The capability to communicate over the POTS network is an integrated function of most alarm panels manufactured in recent times.  But the use of the POTS network as the predominant form of alarm transport is beginning to change.  External factors are at work.

One need only look at what is considered standard communication equipment today to realize that cellular telephones, pagers and electronic hand–held devices of a variety of types are becoming commonplace.  These additional devices used different networks to communicate and some of these networks are also becoming available for the delivery of alarm signals 

One of the major challenges facing any alarm dealer is to understand the primary roles of each applicable technology and decide whether or not there is a fit for a given application.  Although this white paper will focus on the use of the Internet and private LANs for robust alarm communications, an overview of ADEMCO’s communication technologies and their evolution is critical as a backdrop to complete understanding.

Central Station Alternatives

The security industry has, and continues to, rely heavily on communications over standard POTS lines.  With the advent of alternative technologies (predominately wireless) the alarm community now has choices regarding communications to a central station.  ADEMCO had a vision nearly 15 years ago to provide such a wireless alternative and stay in the forefront of technology in this area.  This technology is what we call AlarmNet.

Overview

AlarmNet’s initial wireless offering nearly 15 years ago had a goal to provide an alternate technology for alarm signals to be reported to a central station.  This was in recognition of the fact that traditional phone lines fail due to natural disasters or intentional line cuts.  It had become increasingly clear even then that sole dependence by the security industry on telephone service could be a long-term business risk.

One of the underlying principles of the AlarmNet service was to take the entire burden of managing the wireless signals away from alarm dealers.  This would allow them focus on installation of the traditional security system while providing an opportunity for increased recurring revenue.  ADEMCO therefore took on the role of a “technology partner” with central stations by delivering turnkey wireless solutions and being rewarded with a small monthly fee per installation for providing and managing the network. 

In this business model, both ADEMCO and the central station accumulate revenues on a monthly recurring basis for each radio installed.  ADEMCO uses its portion of the funds for additional development of radio products and software refinements of the network.

The initial investment made by ADEMCO to put this wireless network service in place was substantial and involved the building of a private wireless network in key cities in the United States dedicated to the delivery of alarm messages. ADEMCO holds two licenses for radio frequencies in the 900 MHZ bands that are dedicated to the transmission of alarm signals.  

In addition, the security industry needed a simple-to-install radio product that a dealer could quickly connect next to the alarm panel.  The solution had to be reliable and robust to work in many applications.  This initial network, originally dubbed AlarmNet, is referred to today as AlarmNet-A.

AlarmNet-A Services

For over a decade, AlarmNet-A radios have been installed nationwide and the network to support the delivery of messages here in Syosset has evolved as well.  Many alarm companies have taken advantage of the service. Over 280 central stations are equipped to receive AlarmNet signals.  In addition, there have been over 160,000 AlarmNet radios of all types installed (87,000 of them AlarmNet-A), making it the largest dedicated wireless network in the delivery of alarm signals.

A Local Central Station Service

AlarmNet-A, by definition, started out as a local area service.  By this we mean that all protected premises using AlarmNet-A radios could have their signals sent to a central station through wireless means in the same geographic area as the radios were installed.  (Figure 1).  This was adequate for some installing central stations, however more flexibility and greater service coverage was needed to gain wider acceptance of AlarmNet within the security industry.

Figure-1 AlarmNet-A Diagram







Description of Figure-1

Protected premise has an AlarmNet-A radio (part number 7720Plus, 7820 or 7720ULF) installed.  The alarm panel is set up for primary digital communications through the telephone network (POTS) to the AlarmNet-A Central Station.  The AlarmNet-A radio is triggered on alarm and is within hearing distance of at least two AlarmNet-A radio towers.  The AlarmNet-A cloud depicts additional towers that eventually relay the signal to the appropriate AlarmNet-A Central Station.  The network of towers (the cloud) has knowledge of which tower has primary and secondary responsibility to communicate to a specific central station.

AlarmNet-M Services

The need for expanded coverage was met when ADEMCO created a link to the Mobitex wireless network.  With a strong and complimentary wireless footprint, the Mobitex wireless network and the original AlarmNet-A service footprint made for the broadest wireless coverage in the industry.  ADEMCO refers to the Mobitex service as AlarmNet-M.

AlarmNet Becomes A True Communications Provider

There are a couple of important points that must be made.  When AlarmNet-M service was added to the AlarmNet family, ADEMCO truly became positioned as a service provider for alarm transport and one that: 

· Was independent of specific wireless technology (AlarmNet-A or AlarmNet-M)

· Did not require additional investment at a central station.

Whichever AlarmNet central station radio receiver (AlarmNet-A or AlarmNet-M) was used, all signals from either AlarmNet-A or AlarmNet-M protected premise radios could be received.

Also at this time, ADEMCO extended their network services to include backup for digital dialing to a central station and to more than one location if needed.

See Figure-2 for the diagram of the combined AlarmNet-A and AlarmNet-M radio network service capabilities.

Figure-2 AlarmNet-A and AlarmNet-M Diagram











Description of Figure-2

Protected premise is protected by either an AlarmNet-A or AlarmNet-M radio.  Specifically, let’s track the AlarmNet-M protected premise signal path through the network.  It has an AlarmNet-M radio (part number 7830R) installed.  The alarm panel is set up for primary digital communications through the telephone network (POTS) to the appropriate AlarmNet central station (using either AlarmNet-A or AlarmNet-M receiving equipment).  Note the inter-cloud communications between the wireless networks which transparently makes the footprint that much broader.   More importantly, the link between the networks allows AlarmNet-A protected premise to use the AlarmNet-M radio network to deliver alarms to either an AlarmNet-A or AlarmNet-M Central Station. 

Syosset now plays the value-added role as an intelligent routing service for the alarm industry.  It receives wireless signals from either technology (AlarmNet-A or AlarmNet-M) and delivers the signals to the appropriate central station using either network. 

Enter the Cellular Network

The combined footprint of AlarmNet-A and AlarmNet-M was very broad, however in the mid to late 90’s, the deployment of cellular infrastructure by the telephone companies was clearly being eyed as the broadest coverage network in the country.  

A logical question that was posed to ADEMCO at the time was, “How can it extend its wireless services to take advantage of this near-ubiquitous cellular footprint?”

The answer eventually was the creation of a new radio using control channel cellular along with a new digital communications partner.  This new service is called, AlarmNet-C.

AlarmNet-C Services

The goal of providing alarm transport over a cellular network proved a bit more challenging than either the AlarmNet-A or AlarmNet-M wireless networks.  Neither of these networks transports voice, nor did they have existing legacy infrastructure to consider.  This existing telephone company backbone structure is called, System Seven.  This legacy network, which has its own rules about messaging, made the challenge more difficult.

System Seven

The telephone system network backbone, System Seven, is a very mature and high performance network that is at the heart of every phone call we make.  When we pick up a phone and make a call, this network does all the work to find a route for our call, manage the traffic, and provide a clear circuit.  

When the cellular networks were installed throughout the country they utilize this established network to complete the calls.  At some point on a call from cell phone to cell phone, a wireless signal reaches the System Seven network, gets received and then transported out the other side of the System Seven network.  The signal then is routed to another cell site that connects the caller to the other party.

The Challenges

So how could ADEMCO provide an extension to its AlarmNet services for the security industry that would:

· Be cost effective as a radio solution at the protected premise

· Eliminate the expense of a cellular (expensive) phone call

· Provide greater reliability than that of placing a traditional cellular phone call (sometimes the voice channel is busy)

The approach also had to deal with getting an alarm message transparently through System Seven while adhering to its rules and regulations. 

Aeris Communications

A strategic partner on the horizon with intellectual property to help complete the technology picture is Aeris Communications.  Their technology allows for a signal to be transported seamlessly through the System Seven network and delivered to the desired location.  It accomplishes this without:

· Making a cellular phone call

· Utilizing the normal voice channels which may not be available at all times 

These characteristics are highly desirable for a security provider since high costs will translate to lower usage.  

With Aeris as a partner, ADEMCO was now able to offer a radio based solution that:

· Provides the largest footprint for wireless coverage in the United States

· Has a lower cost per month than services that make cell phone calls

· Ensures the highest quality of service

The Control Channel

One reason Aeris can do this is that their technology uses signals on the control channel side of the cellular network (not the voice side).  The control channel is the digital channel used by a cellular network to establish where a cellular caller is when roaming and to establish that a caller is approved to make a call.  This channel is underutilized and has plenty of capacity to deliver short digital messages, like alarms.  Aeris uses the same digital channel scheme and format to receive information about alarms through the System Seven network.

Once Aeris receives the incoming message from System Seven, the data is manipulated and forwarded to AlarmNet services in Syosset.  At this point the AlarmNet network takes over and routes an appropriate message to the central station using AlarmNet-A, AlarmNet-M, or digital dialer.

Since this capability is now available, an alarm company can choose any specific protected premise radio to install (AlarmNet-A, AlarmNet-M, or the newest AlarmNet-C) depending upon choice and/or coverage footprint and receive alarm messages at the central station without further investment.

See Figure-3 for details on AlarmNet-C

Figure-3 AlarmNet-C Diagram




Description of Figure-3

Protected premise has an AlarmNet-C control channel digital radio (part number 7835C, 7845C, 7845CZ, or 7835CFPK) installed.  The alarm panel is set up for Primary, Redundant, or Backup communications.  For our example, let’s assume it has been set up for Primary.  On alarm, the radio transmits and is heard by the closest Cellular Tower.  This transmission occurs on the control channel (not the voice channel).  The message travels through the System Seven network and eventually arrives at Aeris Communications.  Aeris properly terminates the System Seven messaging and routes the alarm information to Syosset over a leased line.  Once in Syosset, the traditional capabilities already in place with AlarmNet allow the message to be routed to an AlarmNet-A, AlarmNet-M or digital dialer equipped central station. 

Note that no additional receiving equipment is required at the central station.  Once either AlarmNet-A or AlarmNet-M central station receivers have been installed at the central station (diagram above depicts AlarmNet-M), the newer AlarmNet-C radios can be used at the protected premises while central stations take advantage of the extensive coverage.

High Security Applications

Grade-AA Requirements

Before we move onto the Internet as a vehicle for delivering alarm messages, we need to provide the additional applications that AlarmNet services cover.  One of these is the high security need of banks and jewelry stores that are governed under the UL Grade-AA listing for line security.  A fundamental requirement to being compliant with Grade-AA listing is that there be supervision of a communications channel and that the channel be other than a digital dialer.

Pending Listings for AlarmNet-i/7845I

UNITED STATES

[UL] - UL Residential and Commercial Fire and Burglary;

Residential Fire - UL 985 - Household Fire Warning System Units

Residential Burglary - UL 1023 - Household Burglar - Alarm System Units

Commercial Fire - UL 864 - Control Units for Fire-Protective Signaling Systems.

Commercial Burglary -


UL 365 - Police Station Connected Burglar Alarm Units and Systems


UL 609 - Local Burglar Alarm Units and Systems

UL 1610 - Central-Station Burglar-Alarm Units

CANADA 

[CUL] - Residential and Commercial Burglary

Residential Burglary – ULC Subject 1023 – Standard For Household Burglary Alarm System Units

Commercial Burglary

CAN/ULC-S303-M91 – Standard for Local Burglar Alarm Unit and Systems

CAN/ULC-S304-M88 – Standard for Central and Monitoring Station Burglar Alarm Units

(Line Security Level-3 pending, Line Security Level-7 In Review)

AlarmNet’s Role

AlarmNet services and an appropriate radio device were tested by UL and ADEMCO has an AlarmNet solution that is listed for Grade-AA installations for line security.  It uses the AlarmNet-M (Mobitex) radio which is a two-way device and is in communication with the network frequently enough to meet the requirements for listing.  It is an economic alternative to the older and expensive wired technologies used in many installations today.

Model Number: 7830R

Subscriber Transmitter Radio

Commercial Fire

Likewise, in the world of commercial fire, there are specific requirements put upon a system.  AlarmNet also provides solutions that meet the commercial fire requirements.  These solutions are accomplished with the following radio based control products:.  The 7720ULF is a complete fire alarm panel with an integrated AlarmNet-A radio built in.  It is listed for Commercial Fire applications.  The 7835CFPK is a stand-alone Control Channel Cellular radio in a red can that is used in place of a second dialer that normally would be part of a fire system.

Model #: 7720ULF

Combination Fire Control and Long-range Radio Transmitter

AlarmNet-A service 

Model #: 7835CFPK

Control Channel Cellular Subscriber Transceiver Fire/Burg

AlarmNet-C service
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